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SUMMARY 

When a new version of a sonware system is created, the current version of the system must be shut 
down while the new version is installed, resulting in software 'downtime'. There are application 
domains where such downtime is undesirahle if not wholly unacceptable. A dynamic program 
updating system replaces, o r  updates, a computer program with a new version while the program 
continues to run. A dynamic program updating system for programs written in conventional 
procedural languages such as Pascal and C is described. The proposed system updates programs 
without causing substantial performance degradation and requires minimal user intervention to 
initiate the update. A fully functional prototype updating system is presented and a sample program, 
namely an internet packet router called the 'Packet Pumper', is updated. The performance of the 
updating system and the Packet Pumper is discussed. 
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Software maintenance research has traditionally addressed the question 'What can 
researchers, softwarc engineers, programmers and managers do  to make programs more 
adaptable to the changing environments in which they must exist?' Adaptability (and thus 
maintainability) encompasses many issues including good initial program design, well- 
written program code, powerful development and maintenance tools, adequate document- 
ation, and supportive management to encourage proper use of these resources. One 
question that has not been given substantial attention in the software maintenance 
literature is 'Having used the available software maintenance tools to enhance a program, 

' 'Environment' encompasses both the tasks that the program must perform and the interactions with other 
(possibly rcal-world) entities. 
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how can a program be introduced into an environment' without disturbing that 
environment?' In many cases, this can be accomplished by merely terminating the old 
version of the program and starting the new version. Unfortunately, there are programs 
where halting the old version and loading the new version is unacceptable, primarily due 
to the high cost of such an operation. This cost can manifest itself in lost revenue (for 
example, airline rescrvation systems and telephone switching systems) or in danger to 
human life (for example, nuclear reactor control, computerized life support and air traffic 
control). The ability to dynamica[ly update a program, i.e. load a new version of a 
program without stopping the currently running version, could alleviate these costs in 
many cases. 

A scalable, distributed, dynamic program updating system is presented and evaluated. 
The described system updates a running computer program written in a standard 
procedural programming language such as Pascal or C, without substantial degradation 
in the performance of the program being updated. The updating system presented provides 
mechanisms for ensuring consistency during the update. The system executes on most 
modern computer architectures and does not require special-purpose hardware. Assumed 
is that programs are written using a top-down design methodology with appropriate 
encapsulation of abstract objects contained in the program. 

The remainder of this paper is organized as follows. In Section 1. a brief summary of 
previous work in this area is provided. Section 2 reviews the various aspects of the 
updating system initially described in Segal (1988). The types of programs that can be 
updated using the proposed system, and the criteria used for performing the update are 
described. Section 3 discusses an example scenario from the computer networking domain 
where the use of a dynamic updating system is bcncficial: changing the routeing algorithms 
of an internet packet router. Scction 4 overviews a prototype updating system that was 
constructed to test the ideas presented in this paper and demonstratcs how it would be 
used to update a hypothetical packet router called the 'Packet Pumper'. Packet Pumper 
performance during the update is discussed in Section 5, and concluding remarks are 
presented in Section 6. 

1. RELATED WORK 
The problem of replacing portions of computer programs without stopping them has been 
examined in the literature by several different researchers. The previous work can be 
classified into three main categories, as discussed below. Hardware-based approaches 
attack the problem by providing a redundant CPU and peripherals to be configured with 
a new version of the program while the old one continues to run (Rey, 1986; Schell. 
1971). When the program is updated, the old system is physically disabled while the new 
one is enabled. This approach has the advantage of providing hardware fault-tolerance, 
but it does so at a substantial cost. 

Software-based service-oriented approaches attack the problem by imposing a server/ 
client relationship on the programs they can update (Bloom, 1983; Bodwin, 1987). In 
such an approach, a number of clients request a service from a server via some well- 
defined mechanism such as an operating system primitive or  a remote procedure call 
(Birrell, 1984) if the clients and servers are distributed as in Bloom (1983). A server may 
be updated by temporarily disabling its services and then installing a new server. Although 



DYNAMIC PROGRAM UPDATING 6 1 

this approach will work in a distributed system, it will only work with software systems 
that observe a serverlclient relationship. 

Finally, software-based procedure-oriented approaches attack the problem by replacing 
individual procedures as the program executes. In such an approach, when all of the 'old' 
procedures have been replaced by all of the 'new' procedures, the program has been 
updated. This class of updating system is related in some respects to dynamic type 
replacement systems such as Fabry (1976). In a type replacement system. the routines 
providing access to abstract data types are replaced while the program using them 
continues to run. Although this type of system allows abstract data type implementation 
to be changed between versions of a program, it does not address the more general issues 
of code restructuring. The DMERT (Yacobellis, 1983) and DAS operating systems 
(Goullon, 1978) both provide mechanisms for replacing the individual procedures that 
comprise a program. Both systems only address the case where the specifications 
(parameters and return values) of the procedures being updated have not changed and 
are thus limited to those particular cirumstances. The DYMOS System (Lee, 1983) is a 
complete dynamic updating system. It provides editors. compilers and a shell to facilitate 
updating a computer program written in the StarMod language (Cook, 1980). DYMOS 
will work in a tightly-coupled multiprocessor but does not scale well to a distributed 
system since it rcquires a complicated locking protocol for every procedure invocation 
regardless of whether or  not an update is actually being performed. 

2. OVERVIEW OF A DYNAMIC PROGRAM UPDATING SYSTEM 
This research has adopted replacing components of a program at the level of individual 
procedures (Frieder, 1989; Segal, 1988). A program is updated by loading the new version 
of the program and replacing each old procedure with its corresponding new procedure. 
Various facilities are provided to ensure that the program remains consistent during the 
update (described in Section 2.4). 

2.1. Basic concepts and algorithms 

Replacing an old version of a procedure with a new version can be expressed in terms 
of binding concepts. As a program executes and is updated, the overall function of the 
program is not changed. Furthermore, the spec$cation of the program's procedures (i.e. 
the operation that each procedure is supposed to perform) is not likely to  (but may) 
change between versions while the procedures' imp[ementations (i.e. how each procedure 
performs the operation) may change. Thus, at any point in time, a procedure's specification 
is bound to a particular implementation. When a program is updated, the binding of each 
procedure is changed from its old implementation to its new implementation. 

Under the updating system, newer versions of the program can be loaded without 
affecting the current version's execution. Once the new version has been loaded, the 
update may be initiated. The update is initiated by a user invoking an update command. 
The update command interrupts the running program and cxamines the current state of 
the run-time stack. Based on this information and the list of all the procedures that each 
procedure can call (generated by the language compiler). the updating system calculates 
when each procedure may be updated. Updating a procedure involves changing its binding 






































