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An approach to dynamically updating a computer pro- 
gram, i.e., updating while it is executing, is presented. 
Dynamic updating is crucial in applications where the 
cost of stopping and restarting the program makes 
doing so impractical. The presented system works 
with programs written in procedural languages such as 
Pascal and C. It is assumed that computer programs 
are written in a top-down manner consistent with 
good software engineering practices. Also assumed is 
that the underlying computer system logically provides 
a network-wide sparse virtual address space. Using 
these assumptions, it is possible to update computer 
programs with minimum interruption to the running 
program. By partitioning the address space into a num- 
ber of version spaces, the handling of multiple simulta- 
neous updates is possible. This allows one update to 
begin before previous updates complete. Via appropri- 
ate mapping mechanisms, old versions of procedures 
may call new procedures and maintain consistency. 
An overview of the design and implementation of a 
working prototype updating system is discussed and a 
sample updating session is illustrated. 

1.  INTRODUCTION 

By its very nature, computer software is constantly 
changing. Change may be necessary because new fea- 
tures were added to a program or because bugs were 
discovered in the current version. Sometimes change 
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may be necessary when the specifications of the tasks a 
program must perform, how it must perform them, or 
the environment where the tasks must be performed 
have changed. Once the appropriate modifications have 
been made to a program, the old version may be 
stopped and the new version may be loaded and run. 
There are circumstances, however, where temporarily 
stopping a program while a new version is being loaded 
is not viable. This is primarily due to the significant 
cost of such an operation. This cost might be manifest 
in lost revenue (an airline reservation system or a 
telecommunications switching system) [2, 5, 111 or in 
terms of danger to human life (a computer-controlled 
life-support system or an air-traffic control system). 
The ability to dynamically update a program, i.e., load 
a new version of a program without stopping the cur- 
rently running version, could alleviate these costs in 
many cases. 

An approach to dynamic program updating is de- 
scribed. The approach updates programs written in 
procedural programming languages by replacing the 
program's individual procedures. This approach can be 
used to update distributed programs [21] across a net- 
work of machines by performing a similar updating 
sequence to that done on a single machine. The main 
limiting assumption of the presented approach is the 
requirement that programs be written in procedural 
programming languages using a top-down design 
methodology. As the top-down design approach is con- 
sistent with good software engineering practices, no 
attempt is made to weaken this precondition. 

The remainder of this paper is organized as follows: 
Section 2 reviews previous research in dynamic updat- 
ing of computer programs. An overview of the updat- 
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ing system is presented in Section 3, with an in-depth 
examination of the updating system architecture com- 
prising Section 4. In Section 5, a description of a 
prototype updating system is provided. An illustrative 
sample update is included in Section 6. Finally, a 
conclusion is provided in Section 7. 

2. PREVIOUS WORK 

We classify prior approaches to the problem of replac- 
ing portions of computer programs without stopping 
them into three main categories: hardware-based, ser- 
vice-oriented, and procedural. Hardware-based ap- 
proaches attack the problem by providing a redundant 
CPU and peripherals to be configured with a new 
version of the program while the old one continues to 
run [19]. When the program is updated, the old system 
is physically disabled while the new one is enabled. 

Software-based, service-oriented approaches attack 
the problem by imposing a server/client relationship on 
the programs they can update 141. In such an approach, 
a number of clients request a service from a server via 
some well-defined mechanism such as an operating 
system primitive or a remote procedure call [3]. A 
server may be updated by temporarily disabling its 
services and then installing a new server. Although this 
approach executes in a distributed system, it will only 
work with software systems that observe a server/client 
relationship. 

The Conic System [26] uses a variation of this idea. 
A Conic distributed program is divided into a set of 
modules that communicate with other modules via a set 
of software "links" between the modules. A Conic 
program is dynamically updated by changing the links 
from connecting old versions of modules to the new 
versions. Although Conic programs are not structured 
in a server/client fashion, each module still must be 
replaced as a single unit. As with service-oriented 
approaches, this replacement mechanism may not be 
appropriate for programs built from large modules 
since small changes within a module require the entire 
module to be replaced. 

Finally, software-based, procedure-oriented ap- 
proaches attack the problem by replacing individual 
procedures as the program executes. In such an ap- 
proach when all of the "old" procedures have been 
replaced by all of the "new" procedures, the program 
has been updated. This class of updating system is 
related in some respects to dynamic-type replacement 
systems such as Fabry [13]. In a type replacement 
system, the routines providing access to abstract data 
types are replaced while the program using them con- 
tinues to run. Although this type of system allows 
abstract data type implementation to be changed be- 

tween versions of a program, it does not address the 
more general issues of code restructuring, such as 
interface changes. The DMERT [25], the Secure On- 
the-Fly Method [6], and the DAS operating systems 
[IS] all provide mechanisms for replacing the individ- 
ual procedures that comprise a program. These systems 
only address the case where the specification (parame- 
ters and return values) of the procedures being updated 
have not changed and are thus limited to those particu- 
lar circumstances. 

The DYMOS System [17] is a complete dynamic 
updating system. It provides editors. compilers, and a 
shell to facilitate updating a computer program written 
in the StarMod language [8]. DYMOS will work in a 
tightly-coupled multiprocessor but does not scale well 
to a distributed system since it requires a complicated 
locking protocol for every procedure invocation regard- 
less of whether or not an update is actually being 
performed. 

In this section, a number of systems that perform 
dynamic updating to various degrees were described 
and their shortcomings noted. Our primary collective 
criticism of the systems described is that they are not 
transparent to the programmer who must use them. 
Some of the updating systems require the programmer 
to use a specific language or system to obtain the 
benefits of dynamic updating while others lack support 
for distributed computation. We believe such limita- 
tions preclude these systems from being used on a wide 
variety of problems in different application domains. 

3. THE BASIC APPROACH TO OUR DYNAMIC 
UPDATING SYSTEM 

In the approach presented here, the procedure-oriented 
model to dynamic program updating was adopted since 
many of the programs that could benefit from such a 
capability tend to be written in procedural languages. 
For example, portions of the code in a telephone switch 
1191 and most of the unixTM operating system (kernel 
and utilities) are written in C [20]. This research ad- 
heres to four main goals. 

to provide a system where a new version of a 
program can be loaded without stopping and restart- 
ing, or significantly degrading the performance of 
the currently running version, . to provide a system that is usable with existing 
languages and scalable to a large-scale (on the order 
of several hundred computers) distributed environ- 
ment, 
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