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We propose a document-searching architecture based on high-speed hardware pattern matching
to increase the throughput of an information retrieval system. We also Propose a NEW parallel
VLSI patiern-matching algorithm called the Data Parallel Pattern Matching (DPPM) algorithm,
which serially broadcasts and compares the pattern to a block of data in parallel. The DPPM

algorithm utilizes the high degreg of integration of VLSI technology to attain very high-speed

processing through parallelism. Performance of the DPPM has heen evaluated both analytically
and hy simulation. Based on the simulation statistics and timing analysis oni the hardwarel
design, a search rate of multipld gigabytes per second ig achievablel using 2.um| CMOS technol-
ogy. The potential performance of the proposed do¢ument-searching architecture is alsol analyzed
using the simulation statistics of the DPPM algorithm.

Categories and Subject] Descriptors] B.2.1 [Arithmetic and Logie Structured: Design
Styles—parallel; B.7.1 [Integrated Circuits]: Types and Design Styles-algorithms imple]
mented 1N hardware) VLSI: (.1.9 [Processor Architectures Multiple Data Stream Architec]
tures—SIMD{ C.4 [Computer Systems Organization}): Performance of Systems—design stud-
ies] modeling| techniques| E.5 [Datall Files—sorting searching] F.2.2 [Analysis of Algorithms
and Problem Complexityl] Nonnumerical Algorithmg and Problems— patterr| matching| sort-
ind and searching] H.3.3 [Information Storage and Retrievalli Information Search and
Retrieval—searchl process] selection process

General Terms: Algorithms. Design| Performance

Additional Keyl Words and Phrases: DPPM, pattern matcher

1. INTRODUCTION

Information retrieval is the recovery of documents that match a user’s query,
which consists of a set of search patterns combined via a set of operators. The
relevance of a document can be determined by the occurrences of the set of
search patterns defined in the query. With the continued growth of unformat-
ted, textual databases, it is important to reduce the amount of document
search time to support adequate response times. A common approach to

! Thel legal database Lexis is estimated at over 125 GBytes of information [23] It is reported| that
information retrieval databases have been growing at a rate of 250.000 documents per year [§]]
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document search, aimed at reducing the search time, is software indexing.
However, if word-level indexing is used, the storage overhead associated with
indexing may be as much as 300 percent [7]] Changes in the database also
require substantial overhead in maintaining the indices.

Another approach used in reducing the retrieval time of relevant docu-
ments is the utilization of high-speed hardware filters to perform| the
pattern-matching operations. This significantly reduces the need to maintain
the indices and simplifies updates to the database. Hardware filters can
support operations, such as arbitrary wild cards and searches for embedded
strings, that are infeasible with indices. Hardware filters are also suitable to
search and retrieve relevant documents on-the-fly from ever-changing infor-
mation sources transmitted through high-bandwidth optical fibers, such as
news articles and stock quotes. Because of the rapidly decreasing cost of
VLSI technology, compared to the design and maintenance of software sys-
tems and the increased availability of CAD tools, the exploitation of cus-
tomized hardware for information retrieval merits investigation.

In this paper we propose a document-searching architecture, based on
high-speed hardware pattern matchers, to increase the throughput of an
information retrieval system. The proposed architecture is comprised of a set
of customized document search engines (Data Parallel Pattern Matching
Engines, or DPPMEs) and a single master Processing Element (PE). An
information retrieval query is decomposed by the PE into basic match
primitives to be executed in the DPPMEs, while the query (a sequence of
operators) itself is evaluated at the PE using results from the document
search engines. The PE is similar to the query resolver as proposed in [101]
By separating the operator and query complexity from the DPPMEs, the
complexity of the customized hardware is made independent of the complex-
ity of the query. This separation results in a simpler and hence more efficient
hardware implementation of the DPPMEs.

The PE instruction set is based on the text-retrieval machine instruction
set presented in [10]] but modified to be match-bused; that is, each instruction
is defined as a set of match conditions with a simple imposed control
structure. As the imposed control structure requires minimal computation
time relative to the amount of processing involved in searching the document
stream, we believe it can be implemented in software without significantly
affecting the system throughput.

Supporting a modular design with a simple interface enables component
substitution. Thus, an implementation based on such a design| is easily
modified to incorporate algorithmic improvements and technological ad-
vances. The match-based interface proposed here adheres to the modular
design principle.

Hardware pattern matchers have been previously proposed and imple-
mented [3, 4, 6, 8, 15, 17, 18, 21, 24] to speed up the time-consuming task of
document searching. Currently proposed searching rates have hovered at
roughly 20 MBytes per second [21]] This rate may be sufficient to match the
I1/0 bandwidth of current disk technology (about 10 MBytes per second), but
is certainly inadequate for future optical disk transfer rate (estimated at
approximately 200 MBytes per second [1]j and semiconductor main memory
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bandwidth of supercomputers (as high as 1 GBytes| per second). In this paper
we propose a new parallel VLSI algorithm called Data Parallel Pattern
Matching (DPPM) and a corresponding VLSI document search engine called
DPPME. The DPPM algorithm differs from most previous work in that it
serially broadcasts each character in the pattern and compares the pattern to
a block of data in parallel. The DPPM algorithm utilizes the high degree of
integration of VLSI technology to attain very high-speed processing through
parallelism. Based on simulation statistics and timing analyses of the hard-
ware design, a search rate of multiple gigabytes per second per DPPME is
achievable using Z-pm CMOS technology.

The remainder of the paper is organized as follows. Section 2 provides an
overview of the proposed document-searching architecture. Section 3 first
reviews previous work in hardware document search engines, followed by the
description of the DPPM algorithm and a VLSI design of the DPPME.
Technology issues in implementing data broadcasting in VLSI are also
addressed in this section. Section 4 presents the performance evaluation of
both the DPPM algorithm and the proposed document-searching architecture
using DPPMEs. The DPPM algorithm has been evaluated both analytically
and by simulation on a text database. Using the simulation statistics of the
DPPM algorithm, the potential performance of the proposed documentd
searching architecture is also analyzed. Finally, a summary is given at the
end of this paper.

2. THE PROPOSED DOCUMENT-SEARCHING ARCHITECTURE

The structure of the proposed document-searching architecture is comprised
of a single master Processing Element (PE) controlling a set of slavel Data
Parallel Pattern Matching Engines (DPPMEs) (see Figure 1). A complex
query is decomposed by the PE into basic match primitives to be executed at
the DPPMEs. Each DPPME compares the document data stream against its
own assigned pattern and forwards the comparison results back to the PE to
be processed. Previously proposed text filters [3] 8, 241 evaluate an entire
qguery via integrated custom hardware. However, the ability to evaluate
complex queries requires complicated circuitry to support the state transition
logic and partial results communication for cascaded predicate evaluation.
Since the predicate evaluation and query resolution are decoupled from the
primitive pattern-matching operations, the complexity of an individual query
is retained at the PE level, and hence only simple comparator circuitry is
required for the DPPME to execute the pattern-matching operations.

As seen in Figure 1, multiple DPPMEs can read data from a single source
through a common broadcast bus. Each DPPME reads the data and compares
the assigned pattern to the input stream. If a match is detected, an interrupt
is issued to the PE. As will be explained in Section 3, each DPPME may
require different amounts of processing time for a block of data stream. Input
buffers are used in each DPPME to buffer up incoming data blocks so that all
DPPMEs can execute at approximately the same search rate.

The match-based PE instruction set and the corresponding match sequence
that implements each of the individual instructions are shown in Figure 2.
The instruction set in the described approach is based on the text-retrieval
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machine instruction set presented in [10], with a corresponding proposed
implementation utilizing DPPMEs| The occurrence of multiple overlapped
copies of a search pattern in a given input string is permitted and is
supported by the instruction set. An instruction set prohibiting search-
pattern overlap is described in [5]] In the instruction set presented here, the
leftmost column presents the actual instruction. A semantic description of
the instruction is provided in italics followed by the control structure imple-
menting the instruction.

For example, the dev := match(X) primitive is defined as follows. The
match primitive assigns dev the PE memory location where the DPPME
scanning for X stores its results. The match primitive blocks until either an
END_OF _DOC indication is detected or a match is found. The following
information is returned.

END-OF-DOG detected: dev.val = raLse
dev.addrl = pEFAULTI
where peravLn= —-(MAX _DOC LENGTH + 1).
Match  detected: dev.val = TRUR
dev.addr = address of the last character of X.

From the above definitions, whenever a new document is scanned, dev.val =
Fase  anddev.addr = oerFauT.

In the instruction set, each numbered| actionl is an atomic operation. All
subactions within an action, each separated by a semicolon, are enclosed
within a cobegin / coend| pair and are performed concurrently, Actions are
separated by a period and executed serially. An action does not terminate
until all the subactions comprising an individual step terminate. Once a
pattern is assigned to a particular DPPME, the same DPPME is used
throughout the entire instruction to search for the given pattern. Thus,
throughout the execution of an instruction, invoking the same dev =
match(X) primitive repetitively, always results in the same PE memory
location address being assigned to dev. Finally, the entire instruction
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A Find any document containing the siring A
1 dev_Al ;= match(] A )]
2. if (dev_A.val)
then return TRUE else return FALSE.
A OR Bl Find any documeni containing| either of the sirings A on B
1 cobegin
dev_Al ;= match( A );
dev_B := match(| B )
coend.
2. if (dev_A.val or dev_B.val)
then return TRUE else return FALSE.
AANDB Find any document containing bothl the strings A and B
1 cobegin|
dev_Al := match(] A );
dev_B := maich( B )
coend.
2. if ( dev_A.val and dev_B.val )
then return TRUE else return FALSE.
AB Find any document containing the string A immediately followed by the string B
1 C =1 A B. [*| concatenate A and B *
2. dev_Cl = match(C).
3. if (dev_C.val)
then return TRUE else return FALSE.
A?B Find any document containing string A followed by any character followed by airing B
1 (1 =1 A#B. [ # is thd don't carel character */|
2. dev_(l =1 match(C).
3. if (dev_C.val)
then return TRUE else return FALSE.
A.. .B Find any document containing the string A followed either immediately on after an arbitrary|
number Of characters by string B
1 dev_A = match(A).
2. if (dev_A.val)then dev.B := match(B).
3. if (dev_B.val)
then return TRUE elsel return FALSE.

A.nB Find any document containing the string A followed by string B within n characters
1 last_Al := DEFAULT.
2. cobegin

while (not dev_A.val) do
ﬂ dev_A = match(A).
if (dev_A.val) then last_A = dev_A.addr]

!
while (not dev_B.val)| do

1 dev B := match(B).

if ((dev_B.addyq . last.A) 4 (n + length(B))
then return TRUE.
I
coend.
3. return FALSE.

Fig. 2. Master PE instruction set.

processing terminates for a given document once a return statement is
issued. Document addresses corresponding to TRUE results are recorded and
retrieved.

To evaluate an instruction, the PE allocates a DPPME per match compari-
son required by the instruction for the entire duration of the instruction. For
example, processing A OR B requires 2 DPPMEs]| The documents are scanned
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by e NPPMEs, Oned a match or an END_OF_DOC is detected, an inter-
rupt to the PE is isscied!

Using the unique device address of the signalling] DPPME, the PE deter-
mines which match occurred and processes the match as shown in the
instruction set. The order of servicing interrupts is based on the block
address at which the match was detected; lowest address interrupts are
processed first. If a nonrelevant interrupt, such as match(B) prior to match(A)
in A.. . B, is detected, the PE disregards the interrupt, as it is currently
blocked at step 1.

Weighted boolean operations [20] are easily incorporated in the above
design. The PE receives a weighted boolean condition and parses the opera-
tion into substring match primitives; the associated weight of the operation is
indicated. The assigned weight is recorded, and the match patterns are
forwarded to the DPPMEs. Upon completion of the match operations, the PE
computes the final boolean result and associates the result with the stored
weight. We now focus on the DPPM algorithm and the corresponding DPPME
processor.

3. DATA PARALLEL PATTERN-MATCHING ENGINE

3.1 Previous Work in Hardware Pattern Matching

The pattern-matching problem is to find all occurrences of a p-character
pattern, P, constructed from a vocabulary of m distinct characters, in an
s-character data string, S. The pattern P may also contain don’t card charac-
ters. For typical applications, p € s and m < g. Since the size of the data
string is usually very large, sequential search via general-purpose processors
is prohibitively slow.

To expedite the search, numerous hardware-based solutions to pattern
matching have been investigated, and some are actually implemented [3] 4,
6, 8, 15, 17, 18, 21, 241. As fast software pattern-matching algorithms [2, 12]
are based on finite state automata (FSA), hardware realizations of FSA
pattern matching were investigated by [81] FSA requires precompilation of
the patterns and processes the data string one character at a time. Although
precompilation of the pattern eliminates the need to compare each character
of the data string to every pattern character, the sequential character-at-ad
time processing severely limits the search rates of these systems.

Unlike the software and hardware FSA approaches, many hardware ap-
proaches [3, 4, 6, 241 use comparator arrays to perform pipelined pattern
matching directly without precompilation of the patterns. Multiple patterns
are compared concurrently to the data string to achieve higher throughput.
However, the search rate is still limited by the sequential processing of the
data string. Furthermore, in comparison with the software and hardware
FSA implementations, most of the comparator array approaches exhibit. a
significant amount of redundant comparisons. Redundancy can be classified
into physical redundancy and logical redundancy. Physical redundancy indi-
cates low utilization of hardware, while logical redundancy indicates the
number of comparisons that occur after a mismatch is identified.
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